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Spearphishing ~ How to spear the phisher! 
workstation in order to perform 
forensics on the hard drive, then 
restore the workstation to full 
operation. The speed at which this 
step is accomplished is highly de-
pendent on the scope and severity 
of the attack and the availability of 
resources, to include incident re-
sponse personnel and spare equip-
ment. 
6.  For personally owned devices, 
ITACS will provide users with spe-
cific requirements that must be 
met in order to allow the affected 
device back on the network. 
    
ITACS works diligently every day to 
protect you and your data. When 
attempts to compromise this infor-
mation occur, ITACS must take 
rapid and decisive action in order 
to contain and eradicate the activi-
ty. Each user's cooperation and 
patience is appreciated through-
out the incident response process. 
 
Send suspicious emails as an attachment 
to: abuse@nps.edu 
   Throughout recent years, 
spearphishing continues to be 
the tactic of choice that adver-
saries turn to. While email filters 
and advanced threat intelligence 
serve to block many of these 
spearphishing attempts before 
they reach their intended tar-
gets, it is inevitable that 
"leakers" find their way to users. 
When this occurs it is critical that 
response actions exist in order to 
quickly mitigate any damage that 
may occur.  When it becomes 
apparent that a spearphishing 
event has occurred , the ITACS 
Incident Response team will take 
the following actions: 
1.  The malicious email will be 
removed from mail servers and 
user inboxes, if delivered. ITACS 
will block all subsequent email 
with the same characteristics 
(e.g. sender, subject, etc.) as the 
original email. 
2.  ITACS will audit all available 
logs to determine the extent of 
the spearphishing attempt (i.e., 
whether any users clicked on the 
embedded link and initiated out-
bound communications with a 
potentially malicious Uniform 
Resource Locator (URL)). 
3.  When a compromised NPS 
workstation has been identified, 
the host will be blocked from fur-
ther access to the network. Addi-
tionally, the workstation used, as 
well as the user’s account, will be 
locked. 
4.  ITACS will work quickly to re-
store the affected user's access to 
the network by resetting the us-
er's profile and password. Once 
those actions are complete, the 
affected user will be able to ac-
cess the NPS network using other 
available devices/workstations. 
5.  ITACS will obtain the affected 
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S P E A R P H I S H I N G  
A V O I D A N C E  
T I P S :  
 Be extremely wary of 
any unsolicited e-mail 
from unknown send-
ers, especially if it 
contains a link to an 
external site or other 
form of attachment. 
 Spelling and         
grammar errors are 
prime indications that 
an e-mail may be a 
spearphishing 
attempt. 
 The lack of any kind of 
POC information  
should be cause for 
suspicion. 
 WHEN IN DOUBT seek 
advice from ITACS 
Cybersecurity before 
clicking any link with-
in the e-mail. 
Send suspicious emails as 
an attachment to: 
abuse@nps.edu 
Funding for this kind of work 
only comes every five to seven 
years, so please provide input to 
us with the use cases you have 
or foresee in the coming years.  
Your input will help us to refine 
our requirements, which ulti-
mately leads to our network 
being what NPS at large wants—
a balance of faculty, staff, IT, and 
security requirements.  
ITACS has created a wiki page to 
gather campus input, as well as 
provide further detail on the 
network redesign.  Please visit 






Change on the Horizon ~ Network Redesign 
ITACS has secured funding for a 
significant network redesign to 
be executed during Fiscal Year 
2015.  We are currently in the 
design phase, and invite input 
from the campus during this 
time.  We are aware that, as 
ITACS, we have the expertise and 
the vendor support required to 
build an outstanding network 
from an engineering sense, but, 
it's important to us, as a service 
organization to the NPS popula-
tion, that we meet YOUR needs 
with this redesigned network.  
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It’s a Bird . . . It’s a Plane . . . It’s NPS’ Supercomputer! 
   NPS’ Supercomputer, Hamming, 
is named after the internationally 
renowned mathematician Richard 
Hamming, who was a Professor of 
Mathematics at NPS from 1976 
until his death in 1998. The super-
computer is used by faculty and 
students at NPS who require 
enormous amounts of computing 
power to solve a wide variety of 
problems. The presence of this 
computer on campus has also 
been instrumental in the recruit-
ment of several faculty members 
who require this level of compu-
ting power in order to perform 
their research and teaching du-
ties.   
   Hamming contains over 2,000 
computing cores. By comparison, 
today a typical laptop computer 
contains 4-cores. Hamming can 
be thought of as having the com-
puting power of 500 laptops 
linked together to solve various 
types of problems. 
   The presence of this Supercom-
puter on campus benefits stu-
dents and faculty in many ways.  
Software packages have been 
installed on the Hamming to aid 
in instruction in various classes. 
These software packages are 
targeted for use on supercom-
puters, and without it, students 
would be unable to understand 
and solve state-of-the-art prob-
lems relevant to the DOD mis-
sion. An example of a software 
package is one that allows our 
students to explain and under-
stand problems related to fluid 
dynamics, which is helping to 
solve the issue with water flow-
ing past ship hulls, an extremely 
relevant Naval subject. 
   Typically, dozens of faculty 
research projects are taking 
place on Hamming during a 
given fiscal year. The benefit to 
students is their involvement in 
their advisor's research project 
through thesis work. A small 
sampling of thesis topics in-
clude: weather forecasting, 
polar ice prediction, modeling 
of helicopter rotors, data min-
ing (extraction of data from 
very large datasets), and the 
solution of complicated mathe-
matical equations. Hamming is 
an essential element of all 
these research projects. 
   NPS’ High Performance Com-
puting Advisory Panel, consists 
of NPS faculty who are experts 
in supercomputing. They meet 
each quarter to create a 
"roadmap" to determine how to 
best augment the computing 
power of Hamming as applied to 
NPS mission needs.  
   A weekly Cluster User Forum is 
held on Mondays from 11am – 
12pm in Sp-341 taught by Brian 
Andrus, Senior System Adminis-
trator. Please drop by and ex-
plore your NPS High Perfor-
mance Computer (HPC) re-
source. 
A weekly  
Cluster  
User Forum held 
on  
Mondays  
11am – 12pm in 
SP-341 
 
Please drop by 
and explore 
your NPS High  
Performance 
Computer (HPC)  
resource. 
I T A C S  T E C H  N E W S  
   The ITACS name reflects the incorporation of all 
communication services, telephone support, and 
network support into the core computing functions 
that have been provided by NPS since 1953.  All re-
quests for IT-related service, whether for problem 
resolution, new computer equipment, application or 
web services, network questions, firewall requests, 
or project-related needs — begin with the Technolo-
gy Assistance Center (TAC aka Help Desk). 
   The TAC has staff members who individually spe-
cialize in a number of areas and are prepared to han-
dle questions dealing with NPS IT facilities and ser-
vices.  
 Welcome New Students! 
   The following sites may assist with technology needs: 
 NPS password standards, instructions on password 
changes, and best practices:  
https://wiki.nps.edu/display/TAC/Password+Criteria 
 NPS password reset (enables the ability to reset, 
unlock or change password):  
https://npspassword.nps.edu 
 NPS uses Microsoft Outlook to host email. Web 
access is available at:  
https://webmail.nps.edu 
 TAC (NPS Help Desk) wiki page has info regarding 
virus protection, software availability, wireless 
computing, remote access, online learning manage-
ment system and much more, can be found at:  
https://wiki.nps.edu/display/TAC/TAC 
 












    
Web Conferencing Upgrade 
JIRA Assistance at Your Fingertips 
P A G E  3  
   A commercial issue tracking/project management 
system from Atlassian known as “JIRA” has been in use 
at NPS for several years.  A growing number of organi-
zations on campus are using  JIRA to improve their 
administrative processes that involve issue tracking 
and/or workflow.  Those with an NPS email address 
can now access a training tool from Atlassian called 
“Atlassian University” to learn how to use JIRA.  This 
tool is an excellent resource that is easy to use, and 
consists of mostly guided tours and videos in short 
digestible chunks.  The site even maintains your pro-
gress and lets you easily pick up where you left off. 
   Instructions on how to get started using Atlassian 




While in JIRA: 
 To open the Create Issue 
dialog box: (press) “c” 
 To open the Dashboard 
screen: (press) “g” then 
“d” 
 To direct the cursor to 
the Quick Search text 
field in the top  right-
hand corner: (press) “/” 
Help Desk customers are able to contact the TAC 
in five (5) different ways.  This month, 90% of all 
calls were resolved within the Service Level 
Agreement (SLA—close 80% of the calls each 
month).  The Technology Assistance Center 
(TAC) received 3,155 calls for assistance in the 
month of May, a decrease of 22% compared to 
the number of calls received during the same 
period in May 2013. Last year’s help desk calls 
increased due to Cybersecurity Inspection prep-
aration.  Out of the 3,155 calls received, 2,836 
(90%) were handled by TAC personnel.  The 
remaining 319 calls were escalated to other 
ITACS subject-matter-experts for specialized 
assistance.  The figures appear below. 







E-Mail: 958 1,658 -42% 
Phone: 1,915 2,046 -6% 
Walk-In: 272 329 -17% 
Web: 0 0 0% 
Technician: 10 15 -15% 
TOTAL: 3,155 4,048 -22% 





Urgent: 236 436 -46% 
High: 677 852 -21% 
Medium: 1,839 2,075 -11% 
Low: 403 685 -41% 







TAC 2,836 3,211 -22% 
Outside 
TAC 
319 831 -62% 
TOTAL: 3,155 4,048 -22% 
Technology Assistance Center (TAC) Stats - May 
I T A C S  T E C H  N E W S  
   ITACS is pleased to have successfully 
launched a platform upgrade from Elluminate 
Live! to Blackboard Collaborate, a web confer-
encing system that facilitates NPS faculty, 
staff, and students in delivering highly effec-
tive and engaging online instruction, 
meetings, and assistance—anywhere! 
   The Collaborate upgrade and training an-
nouncements began last winter and were 
widely embraced by NPS faculty and students.  
To further guarantee a smooth transition, 
Elluminate Live! and Collaborate are running 
in parallel until Elluminate Live! reaches its 
end-of-life on July 1, 2014.   
   In addition to the similarities of product user 
interfaces between Collaborate and Ellumi-
nate Live!, (Blackboard purchased the Ellumi-
nate Live! product in 2010), Collaborate is 
equipped with Sakai course integration, an 
iOS application and a telephone dial-in fea-
ture, thus enabling greater convenience for 
NPS’ mobile user community.  
   Please visit https://wiki.nps.edu/display/
SakaiCLE/Collaborate for additional infor-
mation, including practice sessions, or email 
clehelp@nps.edu to schedule Collaborate 
training.  
   Pictured is Chris Eagle (center) receiving a 
Letter of Appreciation from NPS’ CIO, Mr. Joe 
LoPiccolo and Dr. Loomis, Chairman of the Classi-
fied Computing Committee. Mr. Eagle’s collabo-
rative effort with the campus community result-
ed in meaningful improvements to the Classified 
Computing network, which enabled several 
teaching and research programs.  His work on 
the Committee provided for a more robust pro-
gram that has enabled NPS to expand the reach 
of the Distance Learning program to a larger 
student community. 
   Additionally, Mr. Eagle was recognized for 
his contribution to the growth and develop-
ment of the University’s Classified Computing 
Program while serving over three years on the 
Classified Computing Committee. 
   It is ITACS’ strategic objective to enable NPS’ 
Mission by collaborating across campus with 
our faculty, staff, and students.  
Many thanks to Chris Eagle for your service! 
ITACS Recognizes Chris Eagle’s Contribution 
Pictured left to right are: Dr. Denning, Mr. LoPiccolo, 
Mr. Eagle, Dr. Loomis, and Mr. Free 
    As you depart NPS, please accept our congratulations for a job 
well done!  It has been our goal at ITACS to provide you with 
the network access, software, and services needed in your aca-
demic and research pursuits. As you depart NPS, the following is 
a checklist that will assist your IT needs and ensure a smooth 
transition: 
1. Communicate Your Departure: Create a message for those 
who will attempt to make contact with you,  which is easily 
done by turning on the Out-of-Office Announcement in 
Microsoft Outlook. You may want to provide them with a 
new means of contacting you, e.g., new email address, 
telephone number, or mailing address. If you are on the 
NPS faculty or staff, you might provide the name and con-
tact information for the person taking over your duties. The 
Out-of-Office feature is located on the File tab in Microsoft 
Office (Automatic Replies—Out of Office).  
2. Clean up Your Email: Delete all unnecessary emails. Any 
remaining emails can be archived for future reference. In-
structions on how to create an archive folder are on the TAC 
wiki at https://wiki.nps.edu/display/TAC/TAC 
3. Contact the Telecommunications Office: If NPS has provid-
ed a mobile device to use during your stay here, please re-
turn the device to your Local Telecommunications Coordina-
tor, or contact the Telecommunications office at 
tco@nps.edu 
 
   Read more about how to back 
up/delete files and account 




IT Scheduled Maintenance 
 Who:  NPS faculty, staff, and students utilizing the network. 
 What: ITACS coordinates with representatives from the academic, administrative, and technical areas to plan and schedule maintenance 
events that affect services, which may cause  services to be unavailable for up to 5 hours.  
 When: Every Tuesday from 1730-2130. Unplanned emergency maintenance or special circumstances (power outages or hardware fail-
ures, for example) that require downtime are announced as necessary.  








P A G E  4  I T A C S  T E C H  N E W S  
Sun Mon Tue Wed Thu Fri Sat 
 1 
 





4 5 6 7 
8 9 10 
Maintenance 
Night 1630-2130 
11 12 13 14 
15 16 17 
Maintenance 
Night 1630-2130 
18 19 20 21 
22 23 24 
Maintenance 
Night 1630-2130 
25 26 27 28 
29 30        
1630 - 1730 Financial & Student Management Systems ONLY  
1730 - 2130 System Wide Network & Email 
Contact the TAC at x1046 for assistance 
